O iccha ANALYTICS

L£<7 Alation Q NASHVILLE
SUMMIT 2022

Accelerating Analytics While
Complying with Privacy Regulations

Mark McQueen

Managing Partner, Ortecha

Y John Wills
Field CTO, Alation




About the Presenters
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O tccha

" Alation is a global market leader in data " Ortecha is a global data consultancy with
intelligence, data cataloging and data operations in Nashville and the UK, and an EDM
governance solutions. Council DCAM & CDMC authorized partner.

= John Wills, Field CTO, is the author of " Mark has served as the industry-standard Data
Alation’s “Active Data Governance” Management Capability Assessment Model
approach, and advises customers on (DCAM®) product manager for 5 years.

emerging concepts such as data mesh,

data fabric, and the modern data stack. " He has delivered training to 800+ DCAM & CDMC

practitioners, and prior to Ortecha, was the
= Prior to Alation, John has 30+ years Divisional Data Officer for a global bank based in
experience with Collibra, IBM, HP and SAP. the U.S.
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Modern Analytics Self-Service is Catalog Driven

« A repository of metadata on information sources across
an organization

Answers these
core questions:

- Search & discovery
- Data governance & curation
- Collaboration & analysis

- Catalogs a broad range of information assets

- Data sets, tables, articles, reports, queries, visualizations, conversations

* Includes common functionality such as:

Business Glossary  Lineage Catalog Pages Search

= Avocet' s et = Avocet' sarcooban il 4 = Avocet'™
% & s
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The Catalog Compresses Data Search & Discovery

Traditional Self-Service Timeline

| [

———

Find the right data Understand the data Trust the data Use & Reuse
(3-6 Weeks) (1-2 Days) (1-2 Days) (1-10 Hours)
« Ask around, “‘phone a friend” « Check the schema - Find business definitions « Determine joins
« Send emails & IMs « Sample the data - Write metrics + Filter the data
« Maybe find an outdated wiki « Find primary & foreign - Validate accuracy of the « Write your first query
keys numbers
«1-2 days » Timeline with modern catalog
)’)) Reclaimed time for more innovation, better insights
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The Regulatory Challenge

Data Innovation & Productivity
Transformation Driver

Regulatory Compliance
Driver

Openness; Speed; ﬁ Control; Risk Mitigation;
Business Growth Required Overhead

1. Data growth is a ‘positive’ driver with the 1. Compliance is a ‘'negative’ driver that is required to
goal of improving business efficiency & keep companies from sustaining fines, penalties, and
effectiveness reputational harm.

2. Helping business analysts find, understand, 2. Compliance is about risk mitigation, attestation, and
and reuse data faster is the key motivation audit preparation

3. Trust and confidence in data is driven by 3. Highly regulated industries have a greater need for
data quality and certification compliance.
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The Growing Cloud Challenge

Country C

Multi-cloud Country A
Hybrid-cloud
= Cross jurisdictional access / \\ &

l \ ,’

Hybrid ownership based i
on content and location / ’\ I
I
I

/ -7 Yo
/
/ Prospect
/ /’
7 State 2
Country B 7 Employee

State 1 Country D
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Cloud Data Management Capability: Overview

Use Cases

Automation (All Data)
4.0

Protection

3.0 & Privacy 5.0
Accessibility : Data
Lifecycle 4

Framework

2.0 Readiness Assessments

Cataloguing

& Classification

Certification — Consumers

Cloud Data Management Capability C e rt I fl C at I o n . P rOVI d e rS
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Sensitive Data includes classifications such as:

e Personal Information (Pl) / Sensitive Personal Data

\ . [ e Personally Identifiable Information (PII)
EDMCouncil ra I I I eWO r - O n ro s o Material Non-Public Information (MNPI)
e Specific Information Sensitivity Classifications (such as ‘Highly

Restricted’ and ‘Confidential’)
The CDMC framework defines 14 key controls required by organizations to control sensitive data, for on- e Critical Data Elements used for important business processes

premises and cloud environments. It also highlights opportunities to support these controls with automation. * Licensed data

Data Protection Impact Assessments
must be automatically triggered for
all personal data according to
its jurisdiction

Appropriate Security Controls must be
enabled for sensitive data and evidence

must be recorded

Data Retention, Archiving and Purging
must be managed according to a
defined retention schedule

Data Consumption Purpose must be
provided for all Data Sharing
Agreements involving sensitive data

Entitlements and Access for Sensitive Data Quality Measurement must

Data must default to creator and o8 i be enabled for sensitive data with
owner and access must be tracked Rroteckion gy metrics distributed when available
for all sensitive data 3.0 & Privacy §

Accessibility
& Usage

Classification must be automated for 2.0 % <, ; Cost Metrics directly associated with
all data at the point of creation or G Cataloguing %. data use, storage and movement
ingestion and must be always on & Classification : : must be available in the catalog

Cataloguing must be automated for all
data at the point of creation or
ingestion, with consistency across
all environments

Data Lineage information must be
available for all sensitive data

The Data Sovereignty and Cross- A register of Authoritative Data The Ownership field in a data catalog Data Control Compliance must be
Border Movement of sensitive data Sources and Provisioning Points must must be populated for all sensitive data monitored for all data assets containing
must be recorded, auditable and be populated for all data assets or otherwise reported to a defined sensitive data via metrics and automated
controlled according to defined policy containing sensitive data workflow notifications
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Why CDMC?

The Case for
Adopting CDMC

= The art of data management has evolved.

= DCAM codified data management capabilities,
giving the data professional a runbook to build
and sustain a data management program.

= CDMC is a cloud data management
framework that would help the industry better
manage data in the cloud, better protect data
in the cloud, and better enable organizations
to realize the benefits of the cloud
environment.
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Current Data
Management Efforts

State of DM Benefits
Greenfield | | Leapfrog using Automation
Mature || Scale DM / Automate
Cloud | | Interoperability

©@riccha £ Alation



Topics

Modern Self-Service Analytics

Reqgulatory Challenge and Friction

CDMC Industry Standard

Implementation Approach & Lessons Learned

Nashville Analytics Summit 2022 13 Ortecha L<7 Alation



Ortecha’s Cloud Value Chain

How to unlock the value of your data...

Step 1:

Foundational
Capabilities

Step 2:

Data Controls

Step 3:
Data Delivery
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Data Catalog

Classification

Ownership

Authoritative Data Sources and Provisioning Points

Entitlements and Access for Sensitive Data

Data Sovereignty and Cross-Border Movement

Security Controls

Data Retention, Archiving, and Purging

Data Protection Impact Assessments

Data Consumption Purpose

Data Lineage

Cost Metrics

Data Quality Measurement

Data Control Compliance
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CDMC Use Case: Key Controls Automation

Use Case Benefits

gﬂ Key Deliverables
— Automation Opportunities @ Data cataloging strategy and scope for
Auto Discovery and use
Catalog _
Data Catalog entries generated [ﬁ Metadata information model and
( Scope of Data ) by Auto Discovery naming standard
( Types of Data Assets ) ] ] DD Inventory of platforms and applications
( Key Characteristics ) Evidence of comprehensiveness to support data catalog interoperability
Data Catalog : —
( How metadata is sourced ) System interface definitions for
|:|/|:|||:| machine-readable access to metadata
l Implement APIs to in the catalog
Business Terminology share metadata

Interchange protocols for controlling
the sharing and modification of

Technical Metadata x
: metadata across platforms

Data Models
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Questions?
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Come Meet With Us!
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https://alation.com https.//ortecha.com/

John Wills, Field CTO Mark McQueen, Managing Partner — US
john.wills@alation.com mark.mcqueen@ortecha.com

M: 6/8-662-7555 M: 615-308-6465

Davis Miller, Account Executive, TN Matt McQueen, Sr. Consultant
davis.miller@alation.com matt.mcqueen@ortecha.com

M: 919-924-1096 M: 615-498-9538

Lindsey Novilla, Solutions Engineer
lindsey.novilla@alation.com
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